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ABSTRACT

RetrieveDroid: k-NN Performance Evaluation of
Distance Measurement Schemes for Android
Malware Detection Using Case-Based Retrieval

Naomi Dassi Tchomté', Franklin Tchakounté™*, Clovis Kenmogne Tchuinte’,

and Kalum Priyanath Udagepola’

One of the big challenges in cybersecurity is the detection of Android
attacks since Android is the most popular mobile operating system. Within
this system, applications require certain permissions to access critical
resources. Investigation of the use of permissions is a concern to check
whether an application is not mislead to divulge sensitive information. This
work aims to determine whose distance schemes offers the best malware
detection based on permission similarities. Case based reasoning (CBR) is a
concept which aims to find a solution based on historical experiences. CBR
performance relies on finding similarities between actual cases and stored
cases and then to deduce solutions. This paper proposes to transform app
data as vector of appearance of dangerous permissions and to store such
vectors based on CBR structure. Then we investigate k-NN classification
performance related to five distance-based metrics such as Euclidean,
Cosine, Manhattan, Minkowski, and Mahalanobis. Experiments were
carried out with a set of 419 applications, including 203 malicious and
216 benign samples. The whole dataset has been split in training set of
291 samples with 162 benign and 129 malicious, and the testing set of 128
samples with 54 benign and 74 malicious samples. k-Nearest Neighbor
(k-NN) are used as the similarity algorithm in which the distance model is
varied in each of the five distance models. Results reveal that Minkowski
and Manhattan models provide the best overall performance to detect
Android malware based on permissions, in terms of accuracy (99.21%) and
precision (97%). This work is a good start to recommend to researchers
distance metrics exploitable when performing permission similarity-based
detection.

Keywords: Android, Case Based Reasoning, k-NN, Permissions.

1. INTRODUCTION

Submitted: May 03, 2024
Published: July 07, 2024

d) 10.24018lejcompute.2024.4.2.126

! Department of Computer Engineering,
Institute of Technology, University of
Ngaoundéré, Cameroon.

?Department  of  Mathematics  and
Computer Science, Faculty of Science,
University of Ngaoundéré, Cameroon.

3 Department of Information and Computer
Science, Scientific Research Development
Institute of Technology, Australia.

*Co orresponding Authors:
e-mail: tchafros@gmail.com,
kenmogneclovis97@gmail.com

Android remains the very popular mobile operating
system, and forecasting reveals that it will keep this posi-
tion during 2020 [1]. This popularity makes developers to
propose applications to deserve services to users. Mali-
cious people are therefore enticed to in this area. McAfee
recently reported that Android malware keeps increasing
in complexity and scope [2]. G Data confirms this result
by revealing that during the first half of 2019, there have
been more than 10000 new malicious applications per day
[3]. Approaches dealing with malware detection based on
permissions include static analysis [4], [5], dynamic analysis
[6], and hybrid analysis [7]. Another trend consists to

detect an application nature by identifying similarities with
benign and malware by relying on permissions to build
signatures [8]. This work investigates on distance metrics
which offer the better prediction performance in case of
similarity detection based on permissions. For that, the
proposal relies on case based reasoning (CBR) to structure
the information with permission-related variables. CBR
is helpful since it allows predicting the class of an appli-
cation case based on the previously stored application
cases. The prediction is achieved after calculating distance-
based similarity with the k-nearest neighbors (k-NN).
Experiments with a set of 419 applications, including 203
malicious and 216 benign samples, reveal that Minkowski
and Manhattan provide the best overall performance to
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detect Android malware based on permissions in terms of
accuracy (99.21%) and precision (97%).

2. BACKGROUND

2.1. Permissions

On Android, resources are protected by permissions
[9]. A required permission must be granted by the user if
an application needs to access the related resource. This
access control scheme ensures that information must stay
confidential. Google classifies three types of permissions
according to the risk they can make on resources [10]:

e Normal permissions: An application which uses
normal permissions is less risky data. An
example is permission to set the time zone
(SET_TIME_ZONE)

e Dangerous permissions: An application which is
granted dangerous permissions has the possibil-
ity compromise private information. This type of
permission is explicitly approved by the user, other-
wise the functionality is not provided. For example,
READ_CONTACTS, which is the permission to
read the user’s contacts.

e Signature permissions: They include permissions
granted to applications signed by the same cer-
tificate as the application that defines those
permissions.

Permissions are declared in the manifest file by the
developer based on application requirements. For example,
if the application needs to send data to a distant server,
the developer will add INTERNET permission. If the
application needs to read contacts, the manifest file will
include READ_CONTACTS. This work considers any
type of permissions.

2.2. Case Based Reasoning

CBR is a problem-solving and learning methodology
that uses similar cases that are already stored in the
database, which is called case base [11]. It is based on
knowledge of previous similar cases while requiring little
resolution effort and associate optimization algorithms for
better optimization. CBR is articulated around four major
phases: retrieve, reuse, revise, and retain:

e Retrieve: The retrieve phase is used to find in the
case base, the most similar cases of the new case.
In the process of recovering similar cases, meth-
ods like k-Nearest Neighbors (k-NN) are popular.
This phase is crucial in CBR because its output is
exploited in the other phases. One must investigate
the method applied in the retrieve phase to obtain
similar cases to the new case.

e Reuse: This phase is also called adaptation. When
the retrieve phase determines the most similar
cases, the reuse phase models a scheme based on the
similar cases to find the solution to the query case.
For that, one can refer to majority rule, probabilis-
tic scheme, and class-based scheme.

e Retrieve: The role of this phase is to re-evaluate
the reuse process stage when the expected solution

of the query case is not adequate. This means that
if the solution found is far from reality based on
expert opinions, this phase will improve.

e Retain: Retain is the last phase of CBR. This phase
keeps in the case base the final solution along with
the problem specifications/structure for exploita-
tion for future solution prediction.

2.3. Distance Metrics

Distance metrics help learning algorithms to identify
similarities between applications based its contents [12].
CBR also represents a structure that makes use of it in the
retrieve phase. Formally, distance metrics are defined as
distance functions providing a relationship metric between
each element from a source dataset and a target dataset.
There are various types of distance metrics. Only distance
metrics that are within the scope of this work are presented.

2.3.1. Euclidean Distance

Euclidean distance (ED) is the most frequent distance
scheme [12]. It is recommended in case data is dense and
continuous, as defined in (1). M is the number of elements
of the vectors x; and x;. Both vectors, x and y, are similar
when ED is zero. They are different in case ED is higher
than 0, tending to infinite.

ED(x, y) = ()

M
> i =)
i=1

2.3.2. Cosine Distance

Cosine (Cos) computes the distance between two vectors
based on their separation angles (2). Two vectors are sim-
ilar when their cosine value is 1. There is some similarity
found when their cosine is zero and there is no similarity
in case their cosine is —1.
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Cos(x, y) =
2.3.3. Manhattan
The Manhattan distance (Man) is the sum of horizontal
and vertical distance between two x and y. They are similar
if Man is zero and different otherwise.

M
Man (x, y) = Z |x; — il (3)
i=1

2.3.4. Minkowski

The Minkowski distance (Min) is a generalization of
the Euclidean and Manhattan distances. The Manhattan
distance between x and y is the Minkowski distance with
p equal to 1. The Euclidean distance is the Minkowski
distance with p equal to 2.

Min (x, y) ="

M
> xi =yl “4)
i=1

where p is a real between 1 and 2.
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Fig. 1. KNN[17].

2.3.5. Mahalanobis

The Mahalanobis distance (Mah) calculates the
gap between two data points in a multivariate space.
Equation (5) corresponds to its model that measures the
similarity between two different data objects. The smaller
the Mahalanobis distance between vectors x and y is, the
higher the similarity between x and y is [13].

M
Mah (xi, yi) = D (i = y)" S™ (xi = y) )

i=1
where S~/ is the normalized covariance.

2.4. k-Nearest Neighbor

The k-Nearest Neighbor (k-NN) algorithm [14] is super-
vised learning algorithm which determines the class of an
instance based on the class of the k-Nearest Neighbors.
It is the most popular similarity-based retrieval technique
in CBR [15], [16]. The k nearest neighbors is based on
distance metrics. Algorithm 1 describes in a simple way the
different steps of k-NN:

1. Loading data.

2. Initialization of the value of k.

3. For each value in the training data set.

4. VectorDistance <- calculating the metric distance

(Euclidean, Manhattan, etc.) between a value of the

testing data and each training data line.

5. VectorSorted <- sort vectorDistance in ascending
order based on distance values.

6. Best k <- put best k rows from VectorSorted.

7. Frequent Class <- put or get the most frequent Class
of these rows.

8. Return frequent Class.

Fig. | depicts examples using Euclidean distance. The
first example shows a case with three nearest neighbors.

3. METHODOLOGY

This work aims to investigate which distance metric
provides the best results to permission-based similarity in
Android malware classification. It includes four phases:
collection of samples, feature engineering, classification
based on similarity, and evaluation of performance.

3.1. Collection of Samples

The first step consists to acquire datasets. We have
gathered Experiments were carried out with a set of 419
applications, including 203 malicious and 216 benign sam-
ples. We have ensured that malicious and benign samples
are disjointed, as well as both training and testing for
malicious and normal. We proceeded using a script to
check the contents and hashed of each application. We
collected the malicious samples from the Android malware
dataset CICAndMal2017' and the benign samples from
Google Play.

3.2. Feature Engineering

The second phase consists of structuring the data,
including Android applications. In this phase, an .apk is
decompiled to extract the Manifest. Each application is
transformed into a binary vector of 36 cells, where the
cell is either 1 when dangerous permission is found within
the manifest or 0 otherwise. We consider the list of 35
dangerous permissions in Table I. Their descriptions are
available in the Android developer’s official website [18].

Thttps://www.unb.ca/cic/datasets/andmal2017.html
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TABLE I: DANGEROUS PERMISSIONS

1. WRITE_CALENDAR
4. GET_ACCOUNTS
7. READ_PHONE_NUMBERS
10. SEND_SMS
13. RECEIVE_WAP_PUSH
16. WRITE_EXTERNAL_STORAGE
19. DISABLE_KEYGUARD
22. RECORD_AUDIO
25. WAKE_LOCK
28. INTERNET
31. CHANGE_NETWORK_STATE
34. WRITE_SETTINGS

2. READ_CALL_LOG
5. ACCESS_FINE_LOCATION
8. CALL_PHONE
11. RECEIVE_SMS
14. RECEIVE_MMS
17. CHANGE_CONFIGURATION
20. GET_PACKAGE_SIZE
23. RESTART_PACKAGES
26. VIBRATE
29. INSTALL_PACKAGES
32. READ_LOGS
35. WRITE_CALL_LOG

3. PROCESS_OUTGOING_CALLS
6. READ_PHONE_STATE
9. ANSWER_PHONE_CALLS
12. READ_SMS
15. READ_EXTERNAL_STORAGE
18. DELETE_PACKAGES
21. GET_TASKS
24. WRITE_APN_SETTINGS
27. SET_WALLPAPER
30. CHANGE_WIFI_STATE
33. WRITE_CONTACTS

TABLE II: CASE BASE REPRESENTATION

Perm; Perm; Permss Malicious/benign
Case 1 0 1 ..
0 ...
... ... ... 1 1 1
Case n 0 1

The case base is represented in Table II. A case is an
application or sample, and an attribute is one of the 35
permissions represented by their presence or absence in the
application. The solution is the decision of whether the
application is benign or malicious.

3.3. Classification Based on Distance Similarity

The feature engineering results are inserted into a .csv
file. A case represents a vector of an application. The
solution of a case refers to the class of that application
(malicious or benign). The k-NN Python script is param-
eterized with the different distance metrics to compute
similarity measures in the CBR retrieve. For prediction, the
whole dataset has been split in a training set of 291 samples
with 162 benign and 129 malicious, and the testing set of
128 samples with 54 benign and 74 malicious samples. The
next section presents and discusses the results. During this
phase, the training cases constitute the case base where
testing samples are considered as query cases, i.e., cases to
look for solutions.

4. EVALUATION OF PERFORMANCE

This section is dedicated to analyze classification results
based on the different distance metrics. For that, two met-
rics are computed for each distance metric: precision and
accuracy. The precision is the proportion of positive/nega-
tive identifications, which was actually correct’. There are
precision can be evaluated for positive (6) and negative (7)
predictions:

. . TP
Precisionp,sisive = TP + FP ©
TN
P .. . e, — ——————— 7
reciSioNpegarive TN + FN @

2https://developers.google.com/machine-learning/crash-course/classification/precision
-and-recall

The accuracy is the fraction of correct predictions”.

TP
Accuracy = TP+ FP ®)

Table I1T presents the results obtained after applying
3-NN with the brute-force search, which consists of sys-
tematically enumerating all possible candidates for the
solution and checking whether each candidate verifies the
problem statement.

We observe in Fig. 2 that the Manhattan and Minkowski
models give the same results and present the best perfor-
mances when precision and accuracy are simultaneously
considered. These distance models are able to correctly
predict negative and positive with an average precision
of 97% and an accuracy of 99.21%. Euclidean distance
is perfectly precise in recognizing benign applications,
whereas Cosine distance is perfectly precise in recognizing
malicious applications. Cosine and Mahalanobis are less
accurate in discriminating between malicious and benign
applications due to the fact that they require more infor-
mation to compute similarity. They are both lazy because
they fail to be precise in recognizing 46.40% and 36.10%,
respectively, of benign applications. These rates are higher
according to the size of the datasets.

5. RELATED WORKS

Android security based on permissions usage falls
within several axes. The first axe concerns analysis of per-
missions declared in the manifest and those required by the
application. Authors try to determine whether permissions
are over privileged, to determine suspicious combinations
of permissions [5], [19], and to look for vulnerable permis-
sion API [20] and permission graph construction [21]. The
second axe concerns scrutinizing permission API accessed
during runtime, refining Android access control systems

3https://developers.google.com/machine-learning/crash-course/classification/accuracy
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TABLE III: PERFORMANCE METRICS
3-NN
Precisionpositive Precisiongegative Accuracy
Manhattan 98.60% 96.30% 99.21%
Minkowski 98.60% 96.20% 99.21%
Euclidean 98.60% 100% 97.65%
Cosine 100% 56.60% 85.90%
Mabhalanobis 0.98 63.90% 84.37%
120.00%
100.00%
80.00%
60.00% - .
m Precision of positive
40.00% H Precision of negative
Accuracy
20.00%
0.00%
& & & oy o
«Q‘i& oéc" &\be OQ%\ (000
& & N >
~ 3 < o

Fig. 2. Results.

[10], and coupling machine learning algorithms to enrich
knowledge [22]-{24]. The third axe refers to put in place
mechanisms to assist developers to set permissions more
effectively and accurately [25], [26]. The fourth axe aims to
determine and raise risks incurred when an application has
certain permissions [27]. The fifth axe includes permissions
to build signatures exploited to find similarities among
applications [8]. Complementary to the previous works,
this research aims to investigate which distance metrics
are suitable to improve permission-based detection results
based on similarities.

6. CONCLUSION AND PERSPECTIVES

A trend in cyber-security consists of determining the
nature of an application by computing similarities against
signatures of benign and malicious. These signatures
include static and dynamic traits. This research inves-
tigated distance metrics which provide better similarity
performance with permission-based signatures. To achieve
it, the data has been structured under a case based rea-
soning scheme in which cases are made of vectors of
permissions presence. The retrieve has been executed with
five distance metrics: Euclidean, Cosine, Manhattan and
Minkowski, and Mahalanobis. The similarity measure-
ment has been captured using k-NN with various distance
models. A collection of 419 application samples has been
used in experiments. The whole dataset has been split
into 203 malicious and 216 benign applications. Results
revealed that Minkowski and Manhattan models provide
the best overall performance to detect Android malware
based on permissions in terms of accuracy (99.21%) and
precision (97%). Additionally, it has been observed that
Cosine is specifically adequate for identifying malicious

applications in similarity measurement based on permis-
sions, whereas Mahalanobis is specifically adequate for
identifying benign applications in similarity measurement
based on permissions. This work has been found relevant
to guide researchers on the detection of malware relying
on similarities. However, this work requires a step forward.
As a perspective, we will make the same investigation by
coupling permissions with other static features such as API
and code graph.

7. RECOMMENDATIONS

Due to the fact that Manhattan and Minkowski are
much more precise and accurate, they are recommended
to researchers willing to efficiently identify both benign
applications and malicious applications relying on simi-
larity schemes on permissions. If one needs to recognize
only malicious applications with similarity based, cosine
applied to permissions is recommended. If one needs to
recognize only benign applications with similarity based,
Euclidean applied to permissions is recommended.

8. LIMITATIONS

This work is principally limited because it focused
exclusively on permissions while there are other elements,
such as API_CALL and intents, that can be exploited to
improve similarity evaluation.
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